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Abstract of the contribution: This contribution is proposed to add SUCI to align with SA3 specification.
Discussion

SA3 decided to use SUCI (Subscription Concealed Identifier) when a UE has no valid security context as follows:
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The initiation of the primary authentication is shown in figure 6.1.2-1.  


Fig. 6.1.2-1 Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 
The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 
-	The SEAF does not need to send a 5G-AIR if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 
NOTE1: In EPS, the acronym AIR stands for Authentication Information Request.
The 5G-AIR shall contain a subscription concealed identifier (SUCI) or a UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
NOTE2: 	The 5G-AIR contains SUPI when the SEAF has a valid 5G-GUTI, and it re-authenticates the UE.
Editor's Note: It is ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 
The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.
Editor's Note: It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber.
NOTE3: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.
The AUSF requests authentication information from UDM/ARPF in the Authentication Information Request (Auth Info-Req). The AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name. The Auth Info-Req includes the serving network name and an indication whether the authentication is meant for 3GPP access or non-3GPP access. If the AUSF is configured to run EPS AKA*, then the AUSF requests one or more AKA authentication vectors (AVs) from the ARPF within the Auth Info-Req. 
UDM/ARPF chooses the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1) or EPS AKA* (clause 6.1.3.2). If the access type is non-3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1).

It is proposed to add definition of SUCI and update description to align with SA3 specification.


Proposal

* * * * Start of 1st Change * * * * 

[bookmark: _Toc494348421]3	Definitions and abbreviations
3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
5G Access Network: An access network comprising a NG-RAN and/or non-3GPP AN connecting to a 5G Core Network.
5G Core Network: The core network specified in the present document. It connects to a 5G Access Network.
5G QoS Flow: The finest granularity for QoS forwarding treatment in the 5G System. All traffic mapped to the same 5G QoS Flow receive the same forwarding treatment (e.g. scheduling policy, queue management policy, rate shaping policy, RLC configuration, etc.). Providing different QoS forwarding treatment requires separate 5G QoS Flow.
5G QoS Indicator: A scalar that is used as a reference to a specific QoS forwarding behaviour (e.g. packet loss rate, packet delay budget) to be provided to a 5G QoS Flow. This may be implemented in the access network by the 5QI referencing node specific parameters that control the QoS forwarding treatment (e.g. scheduling weights, admission thresholds, queue management thresholds, link layer protocol configuration, etc.).
5G System: 3GPP system consisting of 5G Access Network (AN), 5G Core Network and UE.
Allowed NSSAI: an NSSAI provided by the serving PLMN during e.g. a registration procedure, indicating the NSSAI allowed by the network for the UE in the serving PLMN for the current registration area.
Allowed area: Area where the UE is allowed to initiate communication as specified in clause 5.3.2.3.
AMF Region: An AMF Region consists of one or multiple AMF Sets.
AMF Set: An AMF Set consists of some AMFs that serve a given area and network slice. Multiple AMF Sets may be defined per AMF Region and network slice(s).
Application identifier: An identifier that can be mapped to a specific application traffic detection rule.
Configured NSSAI: an NSSAI that has been provisioned in the UE.
DN Access Identifier (DNAI): For a DNN, Identifier of a user plane access to the DN.
Forbidden area: An area where the UE is not allowed to initiate communication as specified in clause 5.3.2.3.
Initial Registration: UE registration in RM-DEREGISTERED state as specified in clause 5.3.2.
Local Area Data Network: a DN that is accessible by the UE only in specific locations, that provides connectivity to a specific DNN, and whose availability is provided to the UE.
Local Break Out (LBO): Roaming scenario for a PDU session where the PDU session anchor and its controlling SMF are located in the serving PLMN (VPLMN).
Mobility pattern: Network concept of determining within an NF the UE mobility parameters as specified in clause 5.3.2.4.
Mobility Registration update: UE re-registration when entering new TA outside the TAI List as specified in clause 5.3.2.
MPS-subscribed UE: A UE having a USIM with MPS subscription.
NGAP UE association: The logical per UE association between a 5G AN node and an AMF.
NGAP UE-TNLA-binding: The binding between a NGAP UE association and a specific TNL association for a given UE.
Network Function: A 3GPP adopted or 3GPP defined processing function in a network, which has defined functional behaviour and 3GPP defined interfaces.
NOTE 2:	A network function can be implemented either as a network element on a dedicated hardware, as a software instance running on a dedicated hardware, or as a virtualised function instantiated on an appropriate platform, e.g. on a cloud infrastructure.
Network instance: Information identifying a domain. Used by the UPF for traffic detection and routing in case of different IP domains or overlapping IP addresses.
Network Slice: A logical network that provides specific network capabilities and network characteristics.
Network Slice instance: A set of Network Function instances and the required resources (e.g. compute, storage and networking resources) which form a deployed Network Slice.
NF service: a functionality exposed by a NF through a service based interface and consumed by other authorized NFs.
NF service operation: An elementary unit a NF service is composed of.
NG-RAN: A radio access network that supports one or more of the following options with the common characteristics that it connects to 5GC:
1)	Standalone New Radio.
2)	New Radio is the anchor with E-UTRA extensions.
3)	Standalone E-UTRA.
4)	E-UTRA is the anchor with New Radio extensions.
Non-allowed area: Area where the UE is allowed to initiate registration procedure but no other communication as specified in clause 5.3.2.3.
Non-seamless Non-3GPP offload: The offload of user plane traffic via non-3GPP access without traversing either N3IWF or UPF.
PDU Connectivity Service: A service that provides exchange of PDUs between a UE and a Data Network.
PDU Session: Association between the UE and a Data Network that provides a PDU connectivity service.
PDU Session Type: The type of PDU Session which can be IPv4, IPv6, Ethernet or Unstructured.
Periodic Registration update: UE re-registration at expiry of periodic registration timer as specified in clause 5.3.2.
(Radio) Access Network: See 5G Access Network.
Requested NSSAI: the NSSAI that the UE may provide to the network.
Service based interface: It represents how a set of services is provided/exposed by a given NF.
Service Continuity: The uninterrupted user experience of a service, including the cases where the IP address and/or anchoring point change.
Service Data Flow Filter: A set of packet flow header parameter values/ranges used to identify one or more of the packet (IP or Ethernet) flows constituting a Service Data Flow.
Service Data Flow Template: The set of Service Data Flow filters in a policy rule or an application identifier in a policy rule referring to an application detection filter, required for defining a Service Data Flow.
Session Continuity: The continuity of a PDU session. For PDU session of IPv4 or IPv6 type "session continuity" implies that the IP address is preserved for the lifetime of the PDU session.
Subscribed S-NSSAI: S-NSSAI based on subscriber information, which a UE is subscribed to use in a PLMN
Uplink Classifier: UPF functionality that aims at diverting Uplink traffic, based on filter rules provided by SMF, towards Data Network. 
For the purposes of the present document, the following terms and definitions given in TS 33.501 [29] apply:
Subscription Concealed Identifier
[bookmark: _Toc494348423]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
5GC	5G Core Network
5GS	5G System
5G-AN	5G Access Network
5G-GUTI	5G Globally Unique Temporary Identifier
5G-S-TMSI	5G S-Temporary Mobile Subscription Identifier
5QI	5G QoS Identifier
AF	Application Function
AMF	Access and Mobility Management Function
AS	Access Stratum
AUSF	Authentication Server Function
CP	Control Plane
DL	Downlink
DN	Data Network
DNAI	DN Access Identifier
DNN	Data Network Name
FQDN	Fully Qualified Domain Name
GFBR	Guaranteed Flow Bit Rate
GUAMI	Globally Unique AMF Identifier
HR	Home Routed (roaming)
LADN	Local Area Data Network
LBO	Local Break Out (roaming)
MFBR	Maximum Flow Bit Rate
MICO	Mobile Initiated Connection Only
N3IWF	Non-3GPP InterWorking Function
NAI	Network Access Identifier
NEF	Network Exposure Function
NF	Network Function
NR	New Radio
NRF	Network Repository Function
NSSAI	Network Slice Selection Assistance Information
NSSF	Network Slice Selection Function
NSSP	Network Slice Selection Policy
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
PER	Packet Error Rate
PFDF	Packet Flow Description Function 
PPD	Paging Policy Differentiation
PPI	Paging Policy Indicator
QFI	QoS Flow Identifier
QoE	Quality of Experience
(R)AN	(Radio) Access Network
RQA	Reflective QoS Attribute
RQI	Reflective QoS Indication
SA NR	Standalone New Radio
SBA	Service Based Architecture
SBI	Service Based Interface
SD	Slice Differentiator
SEAF	Security Anchor Functionality
SMF	Session Management Function
S-NSSAI	Single Network Slice Selection Assistance Information
SUCI	Subscription Concealed Identifier
SSC	Session and Service Continuity
SST	Slice/Service Type
SUPI	Subscription Permanent Identifier
UDSF	Unstructured Data Storage Function
UL	Uplink
UL CL	Uplink Classifier
UPF	User Plane Function
UDR	Unified Data Repository

* * * * Start of 2nd Change * * * * 
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For a given serving PLMN there is one RM context for a UE for each access, e.g. when the UE is consecutively or simultaneously served by a 3GPP access and by a non-3GPP access (via an N3IWF) of the same PLMN. UDM manages separate/independent UE Registration procedures for each access.
An AMF associates multiple access-specific RM contexts for an UE with:
-	a 5G-GUTI that is common to both 3GPP and non-3GPP accesses. This 5G-GUTI is globally unique.
-	a Registration state per access type (3GPP / Non-3GPP)
-	a Registration Area per access type: one Registration Area for 3GPP access and another Registration Area for non 3GPP access. Registration Areas for the 3GPP access and the non-3GPP access are independent.
-	a Periodic Registration timer for 3GPP access.
-	a Non-3GPP Implicit Deregistration timer.
The AMF shall not provide a Periodic Registration Timer for the UE over a non-3GPP access. Consequently, the UE need not perform Periodic Registration Update procedure over non-3GPP access. Instead, during the Initial Registration procedure and Re-registration, the UE is provided by the network with a UE non-3GPP Deregistration timer that starts when the UE enters non-3GPP CM-IDLE state.
The 5G-GUTI may be assigned or re-assigned over any of the 3GPP and Non-3GPP accesses. The AMF assigns to the UE a single 5G-GUTI that is used over 3GPP and Non-3GPP access of the same PLMN or equivalent PLMN (which presumes that there is control and user plane connectivity between nodes of the EPLMN and the 3GPP access PLMN). The 5G-GUTI is assigned upon the first successful registration of the UE, and is valid over both 3GPP and Non-3GPP access to the same PLMN or equivalent PLMN for the UE. Upon performing any initial access over the non-3GPP access or over the 3GPP access, the UE provides the 5G-GUTI it has received in an earlier successful registration over any access of the same PLMN or equivalent PLMN. This enables the AN to select an AMF that maintains the UE context created at the previous Registration procedure, and enables the AMF to correlate the UE request to the existing UE context.
If the UE is performing registration over one access and intends to perform registration over the other access in the same PLMN (e.g. the 3GPP access and the selected N3IWF are located in the same PLMN), the UE shall not initiate the registration over the other access until the registration procedure over first access is completed.
NOTE:	To which access the UE performs registration first is up to UE implementation.
When the UE is successfully registered to an access (3GPP access or non-3GPP access respectively) and the UE registers via the other access:
-	if the second access is located in the same PLMN or equivalent PLMN (e.g. the UE is registered via a 3GPP access and selects a N3IWF located in the same PLMN), the UE shall use for the registration to the PLMN associated with the new access the UE Temporary identifier that the UE has been provided at the previous registration in the same PLMN or equivalent PLMN.
-	if the second access is located in a PLMN different from the registered PLMN of the first access (i.e. not the registered PLMN or an equivalent PLMN of the registered PLMN), (e.g. the UE is registered to a 3GPP access and selects a N3IWF located in a PLMN different from the PLMN of the 3GPP access, or the UE is registered over non-3GPP and registers to a 3GPP access in a PLMN different from the PLMN of the N3IWF), the UE shall use for the registration to the PLMN associated with the new access a UE Temporary identifier only if it has got one previously received from the same PLMN. However, if the UE does not already have a UE Temporary Identifier from the PLMN to which it is attempting to register or from an equivalent PLMN, the SUPI SUCI shall be used for the new registration.
When a UE 5G-GUTI assigned during a Registration procedure over 3GPP (e.g. the UE registers first over a 3GPP access) is location-specific, e.g. refers to a geographical Group Id, the same UE 5G-GUTI can be re-used over the non-3GPP access when the selected N3IWF function is in the same PLMN as the 3GPP access. When an UE 5G-GUTI is assigned during a Registration procedure performed over a Non 3GPP access (e.g. the UE registers first over a non-3GPP access) refers to a non-geographical Group Id, the 5G-GUTI may not be valid for NAS procedures over the 3GPP access and, in this case, an AMF relocation is performed during the Registration procedure over the 3GPP access.
The deregistration request indicates whether it applies to the 3GPP access the non-3GPP access, or both.
If the UE is registered on both 3GPP and non-3GPP accesses and it is in CM-IDLE over non-3GPP access, then the UE or AMF may initiate a Deregistration procedure over the 3GPP access to deregister the UE only on the non-3GPP access, in which case all the PDU sessions which are associated with the non-3GPP access shall be released.
Registration Management over non-3GPP access is further defined in clause 5.5.2.

 * * * Start of 3rd Change * * * *
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The AMF performs AUSF selection to allocate an AUSF that performs authentication between the UE and 5G CN in the HPLMN.
The AUSF selection function in the AMF shall utilize the NRF to discover the AUSF instance(s) unless AUSF information is available by other means, e.g. locally configured on AMF, and select an AUSF instance based on the obtained AUSF information
Editor's note:	Further detailing of the cases where AUSF selection is not using NRF is FFS.
The AUSF selection function in AMF is applicable to both 3GPP access and non-3GPP access.
The following factors may be considered during the AUSF selection:
-	SUPI.
-	SUCI
Editor's note:	when the security architecture is defined by SA WG3, the selection criteria will be updated.

* * * * Start of 4th Change * * * * 

[bookmark: _Toc494348700]6.3.8	UDM discovery function
The NF consumer performs UDM discovery to discover a UDM that manages the user subscriptions in the HPLMN.
The UDM discovery function shall utilize the NRF to discover the UDM instance(s) unless UDM information is available by other means, e.g. locally configured on NF consumers, and select a UDM instance based on the obtained UDM information. The UDM discovery function in NF consumers is applicable to both 3GPP access and non-3GPP access.
The following factors may be considered during the UDM discovery:
-	SUPI.
-	SUCI

* * * End of Changes * * * *
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